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A Model for Representation of Differential
Operation of SP-Structure Block Ciphers

A. Ghaemi Bafghi B. Sadeghiyan
PhD. Student Associate Professor

Computer Engineering Department,
Amirkabir University of Technology

Abstract

Differential cryptanalysis is a common method which can be applied for the evaluation of bolck i

! ciphers security. In this paper, we introduce a model for representing a SP-Structure block cipher 5

\ mapping differential characteristics. This model represents the differential operation of the cipher :

algorithm through a weighted directed graph, while finding the best differential characteristics of
the cipher will be equivalent to finding the shortest path between the source and destination nodes :
of that graph. We then employ ant colony technique to find the shortest path of the graph. :

Through applying this method, we managed to find some differential chararcteristics of 4-round,

! 5_round and G-round Serpent block cipher. These characteristics are compared with other ;

published chararcteristics. We show that our characteristics give a better probability than those :
published in six cases, and have the same probability in two other cases. This comparison explains :
the efficacy of our method to finding differential characteristics with high probability. :

. Key words

Differential Cryptanalysis, Substitution-Permutation Structure, Serpent Block Cipher, Ant‘;
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procedure ACO-meta-heuristico

while (termination-criterion-not-satisfied)

for a from 1 to NumberOfAnts do
Ants-activity()

end for
Pheromone-evaporation(Beta)
Daemon-actions(Alfa)

end while

end procedure

procedure Ant-activity () {Forward}
{initialize ant}
Direction=Forward
InputChar[StartRound]= InitChar
RoundNumber=StartRound
while(RoundNumber<>EndRound)
{read local ant routhing table}
A= RoutingTables[RoundNumber]
{Compute transition probability and Apply ant decision}
for index from 1 to NumberOfSbox do
CurrentInputChar=InputChar[RoundNumber][index]
{Compute transition probability}
TotalPhrmn=0
for i from 1 to 2"OutputLenOfSbox do
TotalPhrmn += Alindex][CurrentlnputChar][i]
End for
md=random(TotalPhrmn)
{Apply ant decision polic}
for CurrentOutputChar from 1 to 2"OutputLenOfSbox do
if (md <=A[index][CurrentInputChar] [CurrentOutputChar]
And Alindex][CurrentInputChar][CurrentOutputChar] <> 0 )
break
else
md -=A[index][CurrentInputChar][ CurrentOutputChar]
End for
OutputChar[RoundNumber][index]=CurrentOutputChar
End for
{update internal state}
InputChar[RoundNumber+1] = LinearTrans(OutputChar[R oundNumber])
RoundNumber-+-+
End while
{evaluate solution}
for round from StartRound to EndRound;round do
for index from 1 to NumberOfSbox do
PathLength += Weight[round][InputChar{round][index]] [OutputChar[round][index]]
End for
End for
{Deposit pheromon on all visited arcs}
for round from StartRound to EndRound do
for index from 1 to NumberOfSbox do

RoutingTables[round][index][InputChar[round][index]] [OutputChar[round][index]] += 1

End for
End for
{Die}

End procedure
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Output Difference of S-boxes

Round# | Input Difference of S-boxes Probability

1 00D000000000000C1003009000000000 | 0020000000000001200004000000000 |27
2 00000000000000000000000000400500 | 00000060000000000000000000a00400 |27
3 00004000000000000000000000000000 | 0000A000000000000000000000000000 |2
4 00020004000000000000000010000810 | 0006000B000000000000000070000C70 |20
Total Probability 2%
o
Round# | Input Difference of S-boxes Output Difference of S-boxes Probability

1 1D000000000000C100300900000000000 | 20000000000001a00e00400000000000 |27

2 00000000000000000000000040050000 | 0060000000000000000000000a0040000 |27
3 00400000000000000000000000000000 | 00A00000000000000000000000000000 | 2
4 02000400000000000000001000081000 | 060003000000000000000070000C7000 (2™
Total Probability 2%
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Round# | Input Difference of S-boxes Output Difference of S-boxes Probability
6 04003000000000600600040060000000 | 0a002000000000100100020040000000 |27
7 00000000000000000000000000001005 | 000060000000000000000000000002004 |27
8 00000040000000000000000000000000 | 000000A0000000000000000000000000 |27
9 10000200040000000000000000100008 | A0000300060000000000000000A0000E | 277
Total Probability 2
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2-5

0400A000000000600C000100C0000000

0a0020000000001001000a0040060000

2-15

00000000000000000060000000001005

0000000000000000000000000000a004

2-5

00000040000000000000000000000000

000000A0000000000000000000000000

2-2

O o0 |~JII N[

10000200040000000000000000100008

A0000D0006000000000000000030000E

2-13

Total Probability
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Round#

Input Difference of S-boxes

Output Difference of S-boxes

Probability
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2—11
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00A00000000000000000000000000000

2~3
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0300030000000000000000A0000CB000

2~13
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Round# Input Difference of S-boxes Output Difference of S-boxes Probability

1 0C30090090DDD0900DE040000000000E 01e00400402220400280600000000008 2
2 0400B000460A000500000000000400A0 | 0a004000a20400080000000000020040 2
3 00000400A00000000000000000000000 | 00000a00400000000000000000000000 2°
4 00000000000000040000000000000000 | 00000000000000030000000000000000 2”
5 02000000010000200400000000001100 | 0A000000030000A00500000000006A00 27
6 50070000200400000101008060052015 | 10020000700F00000EOE00B0100370E3 2

Total Probability 2

Solas 3 )Shes (les b Jdo JuesS -7

e 3 5 (s 595 5 3959 JSS Hlake (e oS @S st JeeS Gl an ly oad il Jos (2t o=l 5o

1 b SbOX S b diagy duasuiton S 4y (s (sl b AUS 45 jglailen 398 et ladz yp0 b (S3lminte

& )lsie az SbOX T (589,5 jlade Wil 5 il Jlsd SDoX plaS” a8 55 s Vgl ol o3 1N oS 0 A0 (Hles 590

e 1SOX 3 u5a Sl Sapo sl s 51005 oS om0 (VDS Sy S S glic ol sl il
ablse o BT ol Sl 5 S 8 035 5,5 dly> (et |, SHOX (5359 ke 50 o sloo T s

0 0} e o3

'ofofele10101016101010101C10ICIO N O10]610J0LC 00006660 01010]16101010]161010J010101CGIC1G)

o7 slods 5 Jbé Shox 3 Lilises WYl SI 5 () cs

S, el Son Sl 5 BLT 1, ol e 5 Jlab SbOX S Galiss SVl B8 5o duadeiio Ko 38k sl
A1 50 duasetio & bgyye slae 5 ool 4y (55l 6,5 45 il e oo lesl )0 silome 0,8 Sy g 00,5 pliol (590
ey 3o e S 8l sl bl T i 53 e o o] Lol 5 S 8 0 5 905 Jsie
35 E9azee 45 Cenl B o, B A 0, §f (5 ypne 3L Jolao (590 ¥ S5y daie S (i &5 gy aaly> (1SS
b oo ke oS ol sla

a5 Lol 5 et ity oo U Sy 3oy S5 oty B 5990 (5,99 -0 a5 & sl
ppnges et il o 25l ga (N Billas Saul oel Sy 5l y50 lotizl (53l 03 (5505, 5 003
ol s yeend B 5] e g 00 e Jsd SbOX lgins Jles j50 5 Sbox

.oyx&M&é&?oﬂW@WﬂJMQoMTWVg%J«p;}i 5299 =0 ol daselo (Y) Jgus

Roundf# Input Difference of S-boxes Output Difference of S-boxes Probability
1 0D000000000000C10030090000000000 | 020000000000001a00€0040000000000 2!
2 00000000000000000000000004005000 | 00000000000000000000000002004000 27
3 00040000000000000000000000000000 |000A0000000000000000000000000000 2°
4 00200040000000000000000100008100 |00300030000000000000000A0000CB00 2"
5 530402900008010bc0c03ca500407000 | E8090D50000C06014040841E00B08000 2%
Total Probability 2%

AT sl (8 wd&@)/OA_TO)M/MQ}SL; Sl ] g ual 11



A
5 67 8 39

1
A

7
7

S 67 89 A8 ¢ b E\F
VALYV WAL,
AL

/‘/?’,W/
A
{

PN
AR AR

&b

2965 O bl 2 5 000, @l Jfons Jlocus GLS S, LU 03 lankd oy o5 o Ladil sy Jom lie ol o

220 G K dasiin S 18l cys o ol 65 b i85S daseis O 0Bb sl | ol e plazo
warie (n e Gk dles 5 Cils paalys o Y ST S il il Sl U (glaabs = 68l
S5 ol (sl s 4 el pebans) ezl ks &0 Jsl gehans 1 (5 pne 280 Joles 5o, 05059 Cnl sl (o) g ey
b s iz 5oy 0250500 (6l Joke ol (6,515 s aals] 25l e e 208 T la b 55 man 452k el
St 50 s Gl sl | dasie cpaiz (8250 pleta o jlunings gt S5 gy 55 090 il ooliz
90,5 58 et Shlow asgs 5 s oz Slee 93 JOE e wyo,T e R 0 a5 Al Jae s s

iy VAT et (352 (guroio) 10A = Toslod | w3l Sl | s




95 5 Jlad Sbox a5 (glaisS &y «adged JeeSS 1) oy syl Joo Jlad Sbox il Bee YL B,F 0g58l g ¥ o o
00,5 0 e Az 50 dags (§olediate G 5 Ol (s09)3 Jlaie 5 Sl

i ysSl 5l oad piiie sladaseie b oalio cpl o lolis o See oleisl Joe 5 5l ol s M Jgez 5o
U (655,15 51 Jeol> 2l 050 Lk j0 B8 o obis anglie ol ol 00l dglio 20 WYLEe 5 Sy )
ool Gy holds aaduine Jloizl 5,50 95 50 5 ol K0 OYlEs 50 oad piiie bl 5 g olis o, Shee (laisl
e glaaasie b awmlic ) Alie ol 5 ool Sy gl adl o 500 oYlie jo s sladasie Jheazt oty
ol holas Sl g ales >yl jo Lol o Sles leisl Joo )5 eains olas Zs oVl jo eul

Sl yiie Yo ;K0 9 Wlho (2l 03 Sy S0 k29531 51 ol oy Joli (slrdasio duwlie A Jswe

Number of Rounds | Starting Round # | Probability in other papers | Probability in This paper
1 2°'23] 2%
4 6 27'134] 2
1 2'29[6] >
< 1 2%23712°7[34] 2%
- 5 21341 2°*°[6] 2%
6 1 27"[34] 2

okay o,y i ysSIt 590 ol il b (g 5leaingy 29, g1y Sz 45 Bmd e (LS 0l plool cals S sle—zolosl
yok (5,99 % 9 O (F ansie Sy Jyar sy iz e gl Sen U S sty g, ST sl ol e a8 e
awui‘rnblg“s‘faJm)o)}fm)g‘bwmbybabu.i‘d.':._a.n».\._:ul)‘-s__a)ba”' 5\c"‘ A LF""")'BJ
10 6N S @ ol se T sl ke e omesd 5 B iRebly (ol (sl e ol (g L el (g3l
Wl Caewd (g ilwaigg g,

3 Olgs se 4 ey Ammgd iliSe sloais 5l ailgs oo Slolad sladasio o8l (gl alie cpl o eald 7 s 0gud
Joe gz 625,80 JB sd JSs 0 ouds g ylae Jolas Jue Vol 13 pb anwgs cnl 5l oloaiges Olgims 3 Ao A
B COUC P L CES WARTE PR O o sl gl 5T olgs oo ol dnwgi b a5 adl o Sl - il glayisle (08
8,155 il 0,8 osliil . 5 I (slaplone 13 oy wyens gz diile (a5 51 &S S5 slepm sl s 5 oo dS
Sl g JuSem aiibe K0 sl jlee Olgs oo a5 Sl 009 ol Jlezt allite ¢l o daselie S 3l e L
UIBL: 63); L)‘?SL_SA RE3Y MB; )_E\J)o ‘) -9 ol Gy duaations P gs atos L;“L;.»)L?u G_fw sJL.LQ GLmeOX
iyl e ;800 (55wt soset 08790 plaiz] S3lutiste 00t sl aleish 5l Jol BE ) s 25
oz Jlest b1y Ll ol 5 )5 Lse ) S5 (g5 el g o maas slaas s Simulated Annealing « 5,33
g3 dunliie K0Sy b (gl anksd e o 55l

&

apenlS cyal AL Gl S g kg e 3oy o9 (sl (O Ao " el 5 oldolons ooty (atig solile )]
AYAY ool
smae oSt 3l ookl b (gl axkad 3 i 5! leisl 5l ol BLF 50 cslin e ol (pslio, 5 ol (B8 il [¥]
ATAY ol Fomeals ozl ¥l il iiS s < aleisle
AT woll 5aeels pazl ¥l il hiS crrati oty oo (L2 Jelod" ol (il (e (vl
[4] C.Adams,”On Immunity Against Biham and Shamir's "Differential Cryptanalysis"”, Information Processing
Letters. 41; 77-80,1992.
[5] R. Anderson, E. Biham, and L. Knudsen, “Serpent: A Proposal for the Advanced Encryption Standard*,
NIST Proposal, 1998.
[6] E.Biham, O.Dunkelman, and N.Keller, “The Rectangle Attack-Rectangeling the Serpent”, Lecture Notes in

Computer Science , 2001,
[7] E.Biham and A.Shamir, »Differential Cryptanalysis of DES-like Cryptosystems”, Advances in Cryptology-

WA\‘;L@(éﬁ&S..;W)/oA_Te)M/@aygdu/mfﬁt 1A



CRYPTO '90, pp. 2-21, 1990

[8] E.Biham and A.Shamir, “Differential Cryptanalysis of Snefur, Khafre, REDOC-II, LOKI and Lucifer”.
Advances in Cryptology -- CRYPTO '91, pp.156-171, and Journal of Cryptology, Vol. 4, No. 1, pp. 3-72,
1991.

[9] E.Biham and A.Shamir, ”Differential Cryptanalysis of the Full 16-Round DES ¥, Proceedings of Crypto'92,
LNCS 740, pp.487-496, 1992,

{10} E.Biham, "On Matsui's Linear Cryptanalysis*, Advances in Cryptology , Eurocrypto'94, 1994.

[11] E.Biham, A Biryukov and A.Shamir, ”Cryptanalysis of Skipjack Reduced to 31 Rounds Using Impossible
Differentials”,  Advances in Cryptology-Eurocrypto'99, pp 1223, Also  available at
http://www.cs.technion.ac.il/biham/Reports/ Skipjack/, 1999.

[12] B.Bullnheimer, F.H.Richard and C.Straub, ”A new Rank Based Version of the Ant system-A Computaional
Study”, Working Paper Nol, April 1997.

[13] 1.Ben-Aroya and E.Biham, ”Differential Cryptanalysis of Lucifer”, Proceedings of Crypto'93, LNCS 773,
and Journal of Cryptology, Vol. 9, No. 1, pp. 21-34, 1996.

[14] A.Colorni, M.Dorigo and V.Maniezzo, “Distributed Optimization by Ant Colonies®, Proceedings of
ECALS9 -European Conference on Artificial Life, 134-142, 1991.

[15] A.Colorni, M.Dorigo, V.Maniezzo and M.Trubian, ”Ant system for Job-Shop Scheduling“, JORBEL-
Belgian Journal of Operations Research, Statistics and Computer Science 34 (1), pp. 39-53, 1994,

[16] O.Dunkelman, “An Analysis of Serpent-p and Serpent-p-ns”, Second AES Conference:
http://csre.nist.gov/encryption/aes/round1/conf2/aes2conf.htm ,1998.

[17] M.Dorigo and L.M.Gambardella, “A Study of Some Properties of Ant-Q”, Proceedings of PPSN IV-Fourth
International Conference on Parallel Problem Solving From Nature,(Springer-Verlag, Berlin) pp. 656-665,
1996.

[18] M.Dorigo, V.Maniezzo and Colorni, A.: “Ant System: Optimization by a Colony of Cooperating Agents.”,
IEEE Transactions on Systems, Man, and Cybernetics ,26 (1),pp. 29-41, 1996.

[19] M.Dorigo and L.M.Gambardella “Ant Colonies for the Traveling Salesman Problem”, Publication in
BioSystems, 1997.

[20] M.Dorigo and G.Di Caro, “Ant Colony Optimization: A new Meta-Heuristic”, IEEE Conference on
Evolutionary Computation CEC99 , Vol. 2 ,1999.

[21] L.M.Gambardella and M.Dorigo, “Ant-Q: A Reinforcement Learning Approach to the Traveling Salesman
Problem”, Proceedings of ML-95, Twelfth Intern. Conf, on Machine Learning, pp.252-260, 1995.

[22] L.Guoying, Z.Subing, L.Zemin, >Distributed Dynamic Routing Using Ant Algorithm for
Telecommunication Network”, International Conference on Communication Technology Proceeding ,Vol.2 |
pp. 1607-1612 , 2000.

[23] T.Kohono, I Kelsey, and B.Schneier, *Preliminary Cryptanalysis of Reduced-Round Serpent”, third AES
Candidate Conference, 2000.

[24] L.R Knudsen, "Truncated and Higher Order Differentials.”, Fast Software Encryption-Second International
Workshop, LNCS 1008, pp. 196-211, Springer Verlag, 1995.

[25] L.R. Knudsen and T.Berson,” Truncated Differentials of SAFER.”, Fast Software Encryption, Third
International Workshop, LNCS 1039, pp. 15-26, 1995.

[26] V.Maniezzo, A.Colorni, ”The Ant System Applied the Quadratic Assignment Problem”, ”IEEE
Transacrion on Kniwledg and Data Enginerung , 11(5), 1999.

[27] Z.Subing, L.Zemin, ”A QoS Routing Based on Ant Algorithm”, Annual IEEE Conference on Local
Computer Networks, PP 574-578,2000.

[28] L.Schoofs, B.Naudts, ”Ant Colonies are Good at Solving Constraint Satisfaction Problem”, IEEE
Conference on Evolutionary Computation , Vol. 2, 2000.

[29] B.Sadeghiyan, J.Mohajery, “Moammagar : A 160-bit Block Cipher”, 6 Annual CSI Computer Conference,
2001.

[30] L.Shenghong and L.Zemin ,”A general CAC Approach Using Ant Algorithm Training Based Neuarl
Network “, International Joint conference on Neural Network , Vol.3, pp. 1885-1888,1999 .

[31] L.SeungGwan, J.TaeUng and C. TacChong ,”An Effective dynamic Weighted Rule for Ant Colony System
Optimization” , IEEE Congress on Evolutionary Computation , Vol. 2 ,2001.

[32] T.Stutzle and M.Dorigo, “ACO Algorithms for the Traveling Salesman Problem”, To appear in
Evolutionary Algorithms in Engineering and Computer Science, 1999.

[33] D.Wagner and U.C.Berkeley, “The Boomerang Attack”, Fast Software Encryption, 6" International
Workshop , 1999.

[34] X. Y. Wang, and et.al. “The Differential Cryptanalysis of an AES Finalist-Serpent”, Technical Report TR-
2000-04, 2000.

il IPAY 3l (83t (swigo) 10h = T ool | w835k Jlo | oaF ol



